
         Agenda Item No. 8 
 

To:  Joint Audit Committee 
 

Date:  26 June 2013 

 
By:  Chief Internal Auditor 

 

Title:  Internal Audit – Annual Report 2012-13 

 

 

Purpose of Report: The purpose of this report is to give an opinion on 
the adequacy of Sussex Police/Office of Sussex Police & Crime 

Commissioner’s control environment as a contribution to the proper, 

economic, efficient and effective use of resources.  The report covers the 

audit work completed in the year from 1 April 2012 to 31 March 2013 in 
accordance with the Internal Audit Strategy for 2012/13. 

 

 

Recommendations  

 

Members of the Committee are asked to: 
 

Note the Chief Internal Auditor’s opinion on the control environment 

and gain assurance from Officers that key issues raised are being 
addressed. 

 

 
 

1. Introduction 

 
1.1 The 2012-13 audit plan, agreed by the Corporate Governance 

Committee of the Sussex Police Authority in March 2012, contained 
a series of targets in terms of audit work to be completed during 
the year.  This report sets out a summary of the audit work carried 

out during 2012-13.  

 

1.2 A summary of the agreed planned audit coverage for 2012-13 is 
shown below. 

 
Audit Type Days 

2012/13 

  
Core Systems 71 

Audit Reviews  85 

Computer Audit Reviews 18 

Establishment Visits 30 

Project Review Work 30 

Other Work & Client 
Management 

42 

Total 276 

 

  



2. Audit Opinion 
 

2.1 Internal Audit is an assurance function whose primary purpose is to 
provide an independent and objective opinion to the organisation on 

the control environment comprising risk management, control and 

governance.   
 

 The annual audit plan is prepared to take into account key areas of 

risk and was approved by the Sussex Police Authority’s Corporate 

Governance Committee. 
 

 The level of assurance provided by Internal Audit is based upon: 

 
• All audit reviews undertaken during 2012-13. 

• Follow up of actions against audit recommendations made in 

2011-12. 
• Management responses to findings and recommendations 

• Effects of significant changes to the financial systems 

• The extent of resources available to deliver the audit plan. 

 
  All audit reports include an assurance rating on the basis of the 

definitions shown in Appendix A.  Individual assurance ratings help 

determine the overall audit opinion.   
 

2.2 All work was carried out in accordance within defined quality 
procedures that were fully compliant with the CIPFA Code of 
Practice for Internal Audit in the United Kingdom. 

 
2.3 Audit work has been undertaken to obtain all information and 

explanations considered necessary to provide sufficient assurance 

that the control environment is both reasonable and effective.  
Whilst no assurance can ever be absolute, on the basis of audit 

work completed, it is our opinion that Sussex Police has a 

satisfactory framework of control that provides a reasonable 

assurance regarding the economic, efficient and effective use of 
resources in achievement of its objectives.  However, this opinion is 

qualified by the following key issues: 

 
• Less than satisfactory opinions concerning annual compliance 

testing of both Accounts Payable and Accounts Receivable. 

• The level of implementation of previous audit recommendations 

was very poor (59%). 
• We were unable to complete annual assurance work on Capital 

Asset Management.   

 
3. 2012-13 Report 

 
3.1 Compliance work for the 2012-13 core financial systems (71 days 

planned) has been undertaken throughout the year.  Internal audit 

has liaised closely with external audit to ensure that audit work is 
not duplicated.  The approach to carrying out assurance work on 

the core financial systems is designed to meet external 



requirements relating to the documentation of key controls to 
ensure compliance with International Standards on Auditing.  

 
3.2 The core systems for Sussex Police were considered to be: 

 
System Opinion 

  
Payroll Satisfactory Assurance 

Accounts Payable  Limited Assurance 

Accounts Receivable Limited Assurance 

Capital Asset Management Incomplete 

Budgetary Control* Satisfactory Assurance 

Procurement Cards Satisfactory Assurance 

Main Accounting System Satisfactory Assurance 

Capital Accounting/Payments Substantial Assurance 

Treasury Management Substantial Assurance 

Pensions Satisfactory Assurance 

SAP Security Satisfactory Assurance 

 

* indicates systems review in addition to compliance testing 

 
 Core systems compliance testing:   Annual compliance testing 

undertaken on core financial systems found that the majority of key 
controls were operating effectively.  A number of weaknesses were 
identified in respect of the various systems and corrective action 

was recommended. These include: 
 

• Payroll - A small number of starter and leaver files could not 

be located for audit testing (3 out of 40), some key 
documentation was missing, and managers did not receive 

establishment listings. 

• Payments - Vendor creation controls and vendor balance 

monitoring was weak, supporting evidence for cheque 
payments was sometimes incomplete, and improved 
duplicate payment monitoring was required. 

• Accounts Receivable - There were a number of weaknesses 
identified in key processes which are sufficient to undermine 

the primary objectives of the system and could result in 

financial loss to Sussex Police. These include; delays in 
raising invoices, delays in collecting income, debt recovery 

mechanisms not effective and poor audit trails for the 

authorisation of invoice requests. 

• Capital Asset Management – Due to staffing issues at 
Sussex Police, detailed testing has been deferred until the 1st 

quarter in 2014. It has not been possible to provide an 
assurance opinion. 

• Procurement Cards - A review of Purchasing Card’s 

identified a number of minor issues which were being 
addressed.  

• Main Accounting System - Controls relating to the 
accounting system and key reconciliation of accounts were 

operating satisfactory. 

• Capital Accounting/Payments – This area received a 
substantial assurance opinion, with no recommendations. 



• Treasury Management – A review of treasury management 
arrangements up to February 2013 identified that controls 

were effective, including; estimating, monitoring 
authorisation and reporting processes. 

• Pensions – An audit review was undertaken of the 

administration of the police officers’ and police civilian staff 
pension schemes which is undertaken by West Sussex 

County Council.  Key controls were working effectively.  

• SAP Security - Access to the SAP system is adequately 

controlled and profiles correctly maintained. Outstanding 
audit recommendations from the SAP BASIS and Security 

follow-up statement issued June 2012 were fully 

implemented. 
 

 Budgetary Control: Audit findings concluded that controls were 

operating on a satisfactory basis.  However, the authorisation of 
journals and virements is not consistently applied prior to 

processing, and the year-end provision for accruals and 

prepayments was hampered due to purchase orders not being 

raised before receipt of invoices for payment. 
 

3.2 Audit Reviews 

 
Audit review work completed in 2012-13 is detailed below: 

  
System Opinion 

  
Car Loans Limited Assurance 

Performance Management Moved to 2014 

Insurance Claims Satisfactory Assurance 

Money Claims Satisfactory Assurance 

Procurement Compliance Substantial Assurance 

Sussex Safer Roads Partnership Limited Assurance 

Section 23 Arrangements Satisfactory Assurance 

   

 Car Loans: The review of arrangements in place concluded that 
only limited assurance could be placed on the effectiveness of 

internal controls. This review found that only limited documentation 
was in place to support loans in the cases sampled. Payments were 
made before agreements were signed, and loan agreements 

required updating. A follow-up exercise has subsequently been 
undertaken and 6 of the 7 recommendations made have now been 

resolved. 
 

Insurance Claims: A review of the adequacy of financial controls, 
divisions of duty and management controls present within the 

insurance services was undertaken. This covered; public liability, 

employee and motor claims. The review found that although 

effective controls were in place there were a number of minor 
weaknesses that required attention. These included; updating 

written procedures and improvements to benchmarking 

information.  
 



Money Handling: An audit review was undertaken of the revised 
Money Handling Policy issued in July 2012. This covered all 

arrangements for the recording, monitoring and safeguarding of 
seized money, proceeds of crime and non-invoiced income. The 

audit identified a number of minor weaknesses these included, the 

updating and dissemination of written procedures. 
 

Procurement Compliance: This audit was undertaken prior to the 

transition to the new PCC which took place in November 2012. It 

concluded that there were adequate collaborative and 
benchmarking arrangements in place, and that contract monitoring 

was well managed. 

 
Sussex Safer Roads Partnership (SSRP): Sussex Police is the 

lead partner in the SSRP and receives and administers the external 

funding. A review was undertaken of the key management controls 
associated with a partnership arrangement and concluded that only 

limited assurance could be placed on the control framework 

present. Sussex Police had not fully completed the transition 

financial management from the previous Lead Partner, West Sussex 
County Council and purchasing arrangements required clarification. 

Financial Management arrangements were poor, and there was no 

formal risk management processes in operation. A follow-up 
exercise was undertaken and the 8 recommendations made have 

been implemented satisfactorily.  
 
Section 23 Arrangements: An audit review was undertaken to 

assess the adequacy of controls associated with the Joint Command 
collaborative arrangements with Surrey County Council. The review 

considered; governance arrangements, budgetary control, 

reporting, performance management, and processes and 
procedures, as its key themes. The audit found no significant areas 

of concern, with a number of improvements in reporting 

arrangements being identified.  

 
 Follow up work: Analysis on the status of recommendations 

arising from 2011/12 audit work is shown in Appendix B (table 1) 

together with the status of recommendations made during the 
2012/13 plan (table 2). Appendix C details the one outstanding 

high priority recommendation to be addressed. This relates to 

Accounts Receivable compliance testing which was reported in 

February 2013.  
 

 Of the recommendations made on audit reviews and the annual 

core financial systems compliance testing, carried out as part of the 
2011/12 audit plan, 30 out of 54 recommendations had been fully 

implemented and 3 had become redundant.  None of the 
outstanding recommendations are high priority issues and 10 relate 
to the review of Accounts Receivable.  A follow-up review has been 

carried out which this has resulted in 7 revised recommendations of 
which 3 were high priority. Two of these have been actioned and 

the remaining high recommendation is scheduled to be 
implemented by September 2013. The resolution of all outstanding 



recommendations will be reported to this committee when 
confirmed. 

 
3.3 Computer Audit 

 

 Details of planned work undertaken for 2012-13 are shown below: 
 

System Opinion 

  
User Account Management Satisfactory Assurance 

Virus Protection Satisfactory Assurance 

  

 User Account Management – A review was undertaken to ensure 
that adequate and effective controls and processes are 
implemented for user account management activities for new 

starters, contractors, temporary staff and guest account holders.   
Recommendations were made to address a number of weaknesses.  

Most notably the review found that domain account policy settings 
remain weak, in particular for password policies that have been 

configured on the domain which are not compliant with the 
requirements of the Force Information Security Policy and industry 
acceptable standards.  Additionally there are users defined with 

powerful system rights which should be granted to no-one and a 
number of live accounts that have never been used or logged onto 

for a period exceeding 180 days. 

 
Virus Protection - The scope of the review was to assess and 

report upon the adequacy of the controls to ensure that the 

following objectives were met: Anti-Virus and malware policies and 

procedures, security advisories, anti-virus and malware Software 
and technical controls, and user controls. The review concluded 

satisfactory assurance whilst recommending the development of a 

formal action plan for the upgrade and migration of servers, 
workstations and laptops clients connected to the Sussex Police 

internal network that continue to use the unsupported Windows 
2000 based operating system; and Undertaking a review and 
evaluation of the implementation of an endpoint security solution 

which adequately and effectively manages USB removable devices 

connected to desktop and laptops on the Sussex Police network. 

  
3.4 Establishment Visits 

 

30 days were allocated in the audit plan to carry out establishment 
visits.   

 
Establishment Audit Opinion 

  
Divisions 
Brighton & Hove division Satisfactory Assurance 

East Sussex division Satisfactory Assurance 

West Sussex division (Includes Durrington, 
Chichester & Crawley) 

Substantial Assurance 

  



Other audit visits  
Operations division (Including Firearms) Substantial Assurance 

Force Crime & Justice Department Substantial Assurance 

 

 No significant issues or recommendations have arisen.    
 

3.5 Project Review Work 

 
 Review work is undertaken at the request of the Director of 

Resources. The programme for 2012/13 comprised the following 

work: 

 
Review Opinion 

  
Business Continuity Management Satisfactory Assurance 

PCC Transition Arrangements Substantial Assurance 

 

 Business Continuity Plans 
This review assessed whether there were adequate arrangements in 

place for business continuity. This included; business impact 

assessments, roles and responsibilities, option planning, and testing 

arrangements.  
   
 Transition to Police Commissioner 

The transition to the new Police Commissioner required a number of 
fundamental changes in the way the Authority was governed. This 

review provided support and assistance where required and 

assessed the impact of the new arrangements on the control 
environment considering areas such, segregation of duties, scheme 

of delegation and standing orders/financial regulations. The review 

also helped determine any changes necessary to the internal audit 

requirements for both bodies. 
 

3.6 Assurance on Section 23 Arrangements from Partners 

 
3.6.1 As part of collaborative arrangements between Forces in the South 

East an agreed programme of internal audit coverage is carried out 
by the relevant internal audit provider of the designated host Force 
in respect of Section 23 arrangements.  We have received one 

report at the end of 2012/13 from Hampshire relating to the South 
East Regional Protected Persons Unit.   This agreement covers 

Hampshire, Thames Valley, West Sussex and Surrey Forces. 
 

3.6.2 The review of financial controls and governance concluded a limited 
assurance opinion.  Whilst governance arrangements were 
considered to be sound there was no annual reporting on how the 

collaboration was meeting its objectives. Three high priority 
recommendations were made concerning independent reconciliation 

of key financial information.  Another key recommendation was 

made concerning approvals of covert accounts in addition to 8 
medium priority recommendations.   Assurances will be sought 

during the year to ensure all weaknesses are satisfactorily 

addressed. 

   



Contact details:  
Gavin Jones    

Chief Internal Auditor   
0330-2223348  

gavin.jones @westsussex.gov.uk  



Appendix A 

Standard Definitions – Audit Opinions 

Substantial 
Assurance: 

There is a sound system of control designed to achieve 
the objectives. Compliance with the control process is 

considered to be of a high standard and few or no 

material errors or weaknesses were found. 

Satisfactory 
Assurance: 

While there is a basically sound system, there are 
weaknesses, which put some of the system objectives 

at risk, and/or there is evidence that the level of non-

compliance with some of the controls may put some of 
the system objectives at risk. 

Limited 
Assurance: 

Weaknesses in the system of controls are such as to 
put the system objectives at risk, and/or the level of 

non-compliance puts the system objectives at risk. 
 

No 

Assurance: 

Control is generally weak, leaving the system open to 

significant error or abuse, and/or significant non-
compliance with basic controls leaves the system open 

to error or abuse. 

 

 

 

 
  



Appendix B 
 

Analysis of Follow-up of Internal Audit Recommendations 

 
Audit Assurance 

Opinion 

Actioned 

Recommendations 

0utstanding 

Recommendations 

 
Percentage  

Total H M L H M L R 

 

Table 1 
2011 / 2012 Audit           
Payroll Limited 3   1  2   33% 

Accounts Payable Satisfactory 5  1   1 3  20% 

Accounts Receivable Satisfactory 15  1 3  6 4 1 29% 

Capital Asset Management Satisfactory 2  1    1  50% 

Procurement Cards Satisfactory 2  1    1  50% 

Main Accounting  Satisfactory 4  2   2   50% 

Capital Accounting/payments Substantial 0        n/a 

Treasury Management Substantial 0        n/a 

Pensions Satisfactory 4   3   1  75% 

Officer Allowances Substantial 0        n/a 

Employee Self Service Satisfactory 2  1 1     100% 

S23 – Air Support Satisfactory 6  3 3     100% 

SAP Security Satisfactory 11  6 3    2 100% 

Restructuring - Governance 
Arrangements 

Substantial 0        n/a 

Benefit Realisation Substantial 0        n/a 

Total 2011/12 
  

54 

 

0 

 

16 

 

14 

 

0 

 

11 

 

10 

 

3 

 

59% 

 
Table 2 
2012 / 2013 Audit  Total H M L H M L R  

Payroll Satisfactory 5  1   2 2   

Accounts Payable Limited 13  1   12    

Accounts Receivable Limited 7 2   1 4    

Capital Asset Management Incomplete 0         

Budgetary Control Satisfactory 3     3    

Procurement Cards Satisfactory 5     1 4   

Main Accounting  Substantial 0        n/a 

Capital Accounting/payments Substantial 0        n/a 

Treasury Management Satisfactory 1     1    

Pensions Satisfactory 6     5  1  

SAP Security Satisfactory 3  3      100% 

Car Loans Limited 7 1 5   1   86% 

Insurance Claims Satisfactory 5     3 2   

Money Policy Satisfactory 5  4 1    100% 

Procurement Compliance Substantial 0        n/a 

Sussex Safer Roads 
Partnership 

Limited 8 1 5 2     100% 

Section 23 Arrangements Satisfactory 0        n/a 

User Account Management Satisfactory 9  7 2     100% 

Virus Protection Satisfactory 2     2    

Transition to Police 
Commissioner 

Substantial 1  1      100% 

Business Continuity Plans Satisfactory 3     3    

 
Total 2012/13 

  
83 

 
4 

 
27 

 
5 

 
1 

 
37 

 
8 

 
1 

 
 

 

 

G 100% Actioned   A More than 70% Actioned  R Less than 70% Actioned 

 
H – High Priority   M - Medium Priority   L – Low Priority   R – Rejected/Redundant 

  



Appendix C  Outstanding High Priority Internal Audit Recommendations  
 

 

Accounts Receivable – Compliance Testing – audit report issued February 2013  
Ref Recommendation Action Proposed Target 

date 
Responsible Officer/Action Taken 

1. Debt recovery 

A review of the aged debtors report from the 

SAP system indicated that the outstanding 

balance, excluding credit notes, was £327,460. 

The automatic dunning process whereby debt 

recovery letters are sent automatically to 

outstanding debtors after the 30 day payment 

period has passed had been switched off by the 

Finance Operations Manager. This is due to lack 

of confidence of the data held in the SAP 

Accounts Recovery system. 

Recommendation 

Basic automatic debt recovery processes are still 

maintained. 

Risk 

Outstanding debt is not recovered. 

 

This task can only be dealt with once 

data has been cleansed and audits 

are in place to avoid incorrect 

correspondence going out. 

 

Finance Ops to link with the SAP 

team to look for possibilities to 

increase automation. 

 
July  

2013 
 

Sept 
2013 

 

Finance Operations Manager 

 
The data cleansing task for vendors is 

on the way and currently working with 

SAP team to identify how to run a 

similar report for customers. 

In the meantime both finance and 

finance operations are working 

together with the support services 

transformation team to work on 

streamlining the processes and current 

issues. 

 

 


