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Title:  Counter Fraud Strategy – Action and Resources 
 

 

Purpose of Report: To provide an overview to the Committee of current 
policy and practice within Sussex Police to prevent and detect activity 
relating to fraud and corruption. 

 
 

 

Recommendations  
 

- That the Committee notes the Anti Fraud and Corruption policy and 

practice within Sussex Police to prevent and detect activity relating to 
fraud and corruption. 

 
 

 
Introduction 

 
1.1 Sussex Police has had an Anti Fraud and Corruption Policy in place 

for a number of years. Work is now in progress, led by the Head of 
Sussex Police Professional Standards Department (PSD) and 

involving the assistance of our counterparts in Surrey PSD, to 
develop this into a joint Surrey & Sussex Police Anti Fraud and 
Corruption Policy. A draft policy has now been produced and this is 

awaiting approval from stakeholders before being formally ratified.  
 

1.2 There is no evidence or reason for notable concerns for Sussex 
          Police with respect to fraud or corruption occurring but this           

report seeks to provide assurances to the Committee that the Force 

 properly recognises the risk and has appropriate policy and 
 procedures in place to prevent, detect and manage fraud and 

corruption.  
 
Background 

 
2.1 Responsibility for the Anti Fraud and Corruption policy and 

procedure rests with the Head of PSD who oversees, inter alia, the 
key units of the Anti Corruption Unit (ACU) and the Force Vetting 
Unit (FVU). In addition, there are established working practices 

involving managers within Finance, Procurement and PSD that 
minimise the opportunities for fraud to occur. Robust financial 

controls are in place to ensure that authorisation of expenditure is 
set at appropriate levels with thresholds being clearly defined. 



Counter fraud measures are in place to check the authorisation 
processes by way of internal audit scrutiny. 

 
2.2 In November 2014, the HMIC Police Integrity and Corruption 

Inspection Report commented very favourably on the standard of 
the processes, policy and practice in relation to fraud and 
corruption and provided recommendations on two areas only:  

 
 (i) the small size of the Anti Corruption Unit and, 

         (ii)   the perception within the Force of the level of confidentiality 
around the Break the Silence confidential reporting system.  

 

Both of these concerns will be addressed later within this report,           
however, neither relate directly to fraud. 

 
2.3    The Force has responded to internal audit findings by ensuring that 
 fraud is captured as an organisational risk on the Force Risk 

Management System. The activities listed in this report are viewed 
as positive risk controls and are subject to regular review, alongside 

the fraud risk itself. This ensures that a dynamic assessment of risk 
is capable as information or intelligence regarding the threat 

changes. The likelihood of fraud occurring has been assessed by the 
Force Risk Manager in consultation with the Head of PSD and 
Director of Finance as low. 

 
Current Actions and Measures 

 
3.1  The following measures have been identified to manage and 

mitigate the risk with regards to fraud. 

 
3.2 Identification of Vulnerable Staff 

 
3.2.1 The Anti Corruption Unit proactively identifies potentially vulnerable 

police employees using our ‘in house’ PVS (Potentially Vulnerable 

Subjects) scheme which collates data from a range of intelligence 
sources including identified misconduct, public complaints, 

confidential reporting from staff, restricted incident logs, civil 
claims, HR Casework updates (including sickness and poor 
performance) and Force Vetting referrals. 

 
3.2.2 In cases where a high risk employee is identified, a subject profile 

is created and, where necessary, a referral will be made to the local 
Command Team in order that a control strategy be put in place to 
minimise the risk of corruption and reduce the impact on public 

trust and confidence. 
 

3.2.3 For this purpose, there are established firm links between the Anti 
Corruption Unit and Divisional and Departmental Heads. 

 

 
 

3.3 Identifying and Managing Threats from Corruption 



 
3.3.1 A joint Surrey and Sussex Control Strategy is in place in which the 

main threats of corruption for both Forces are identified as: 
 

 (i)  Disclosure of Information, 
 (ii)  Computer Misuse, 
 (iii)  Criminal Associations, 

 (iv)  Sexual Misconduct. 
 

3.3.2 The Control Strategy has been widely disseminated across the 
Forces and its content determines the actions of the ACU. 

 

3.3.3 There has been an increase in the collaboration between the ACUs 
of both Forces during the last year. This is a direct response in 

Sussex Police to address one of the concerns raised by the HMIC in 
2014 regarding the size of the ACU. There is a much closer working 
relationship now in place which involves regular monthly meetings 

at practitioner level, use of both teams for operations such as 
arrests, execution of search warrants and surveillance. There is real 

progress being made in terms of shared IT systems and the coming 
together of the respective confidential reporting systems. 

Additionally, force policies such as the Anti Fraud and Corruption 
policy, Long Service and Good Conduct policy are being reviewed 
and amended to reflect both forces. 

 
3.3.4 There is also work currently in progress with the IT Department to 

introduce new monitoring equipment to enhance both ACUs’ 
capability to proactively audit staff’s usage of computer systems 
thereby providing quality assurance audits to maintain the integrity 

of ongoing investigations and manage against the threat of 
corruption. 

 
3.3.5 In order to increase staff’s awareness of the ongoing threat of 

corruption, a new training package is currently being prepared by 

ACU highlighting the chief areas of vulnerability faced by officers 
and staff which could result in their corruption.  

 
3.4 Confidential Mechanisms for Reporting 
 

3.4.1 The Break the Silence (BTS) system has been in place for over 8 
years in Sussex Police and is a well respected means for staff to 

make confidential reports of their concerns. It is accessible via the 
front page of the Force intranet site and involves an easy to use, 
anonymous way for staff to make disclosures. The volume of its use 

compares very favourably with other forces. 
 

3.4.2 Again, to address issues raised in the most recent HMIC report, the 
ACU has worked closely with the IT Dept to redesign the BTS 
system and, in doing so, introduce new changes such as password 

encryption protection to enhance security, thereby increasing the 
confidentiality of the process. 

 



3.4.3 The PCC is regularly provided with management information 
regarding use of the system at each of the quarterly scrutiny 

meetings and there is further regular oversight of the systems by 
way of an annual internal inspection by the RIPA Compliance Team 

reporting to the Force Authorising Officer. Additionally, further 
external scrutiny is provided by an annual inspection by the Office 
of the Surveillance Commissioner and also by the Home Office’s 

Integrity and Standards Board. 
 

3.5 Business Expenses/Credit Cards 
 
3.5.1 Processes are in place to effectively manage employee expenses. 

This involves staff of the Anti Corruption Unit dip checking expense 
claims, including those submitted by Chief Officers. Where a 

concern is raised, further checks are conducted incorporating 
intelligence research and liaison with the Force Vetting Manager. If 
necessary, the matter is brought to the attention of the Head of 

PSD who will challenge the staff concerned. 
 

 3.5.2 This process also includes the routine dip checking of force credit 
cards and examination of purchases made outside of payroll. A 

more detailed examination of purchases under the £500 threshold 
(not requiring additional authority or purchases made via Force 
credit card) is undertaken on a dip check basis to consider the 

nature of the purchase. This augments the current regulatory 
processes surrounding ‘authority to purchase’. There are also good 

audit mechanisms in place within the finance business area, 
supported by an organisational structure that avoids single 
ownership of an entire purchase or claim process. 

 
3.6 Publication of Information 

 
3.6.1 All Gifts and Hospitality data is published quarterly on the force 

website, including accepted and declined offers. This data is un-

sanitised, showing details of the recipient and the donor (unless 
anonymity is specifically requested by the donor.)  

 
3.6.2 The HMIC commented in their Integrity and Corruption Inspection 

report of 2014 that the Force has robust mechanisms to monitor 

gifts and hospitality. 
 

3.6.3. The Head of PSD links with Head of Finance on a quarterly basis to 
assess any accounting concern which may require further scrutiny 
or a severity assessment for a Crime or Misconduct process. 

 
3.6.4 All Business Interests are centrally recorded by the Force Vetting 

Unit within PSD and are published on the force intranet site to 
ensure compliance with force policy. 

 

3.6.5 In addition, a Force Sponsorship policy will be introduced very 
shortly. The Finance Department will oversee this process and full 



details of any sponsorship deals will also be published alongside 
those of Gifts and Hospitalities.  

 
3.7 Substance Misuse – Random Testing 

 
3.7.1 In February 2016, Sussex Police introduced a programme of 

random testing of its staff. This is carried out by an outside 

company, Alere Toxicology, and an agreement is in place for 300 
tests to be carried out over a 12 month period. 

 
3.7.2 The testing will be twofold: 
 (i) A breath test for alcohol, 

 (ii) A urine test for all illegal controlled drugs. 
 

3.7.3 The Professional Standards Department has oversight of the testing 
programme and will deal accordingly with any positive test results. 
Consequently, the PSD has taken ownership of the Force Substance 

Misuse Policy (formerly owner by HR) and is in the process of 
reviewing and updating the policy. 

 
3.7.4 This does not in any way affect the ability of the Force to conduct 

‘with cause’ tests which are authorised by a senior officer when an 
application made by ACU is supported by a compelling intelligence 
case that a specified member of staff is misusing a controlled 

substance. 
 

3.7.5 It is an established fact that employees misusing drugs are highly 
vulnerable to the risk of corruption.  

 

Conclusion 
 

4.1    When considered together, the comprehensive range of measures 
in place should serve to provide substantial assurance to Committee 
members that the Force is taking proactive steps to prevent the 

occurrence of fraud and corruption. Nonetheless, the Chief 
Constable remains aware of changing opportunities for fraud or 

corruption to be perpetrated and will respond swiftly and robustly 
where it is identified.  

 

 
 

Contact details: 
 
Name:    Det.Inspector Nick Wainwright  

Job Title:   Head of Anti Corruption Unit, PSD  
Tel Number: 101 ext 544007  

Email:   psd@sussex.pnn.police.uk  


