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Purpose of Report: 

This report provides the Joint Audit Committee with a summary of the Force 
Information: Optimisation, Risk Management and Compliance with Legislation and 
Guidance. 

Requirement of the JAC (for information/ consideration and feedback/ 
recommendation to PCC/CC) 

That the Joint Audit Committee note the report. 

Executive Summary (to be a concise representation of accompanying 
paper, limited to 3 sides of A4) 

Main Issues: 
i. The 2018 Data Projection Act (DPA) provided the regulator with severe 

sanctions for non-compliance. 
ii. Regulator Audit graded Sussex the best Force to date. 
iii. The Forces Data Protection Governance and Compliance is maturing. 

Key Risks: 

i. Information Requests to the Force up significantly and not fully compliant. 
ii. The Force retaining records beyond recommended retention periods.  

Action underway and recommendation for further action: 

i. There is a newly established Courts Order Protocol Agreed with Sussex 
Family Courts to manage demand. 

ii. A programme is in progress to replace existing records management 
systems with a DPA compliant application to achieve auto-deletion of out of 
date records.  

Explanation behind action 

i. A response to increased demand. 
ii. A Force improvement to achieve compliance with the 2018 act. 
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1.0 Introduction 

1.1. These are exciting times for the Police Service with the emergence of new 
technologies to enhance the speed and availability of information to improve 
our ability to protect the public. In recent years social media, smart phones 
and interconnected functionality have transformed the way that we live and 
do business.  However with these opportunities come risks to public privacy 
and wellbeing. For example much crime has moved online. 

1.2. In response the EU introduced regulations resulting in the Data Protection 
Act 2018. These regulations are designed to protect the public by being 
more prescriptive and incorporating monetary sanctions thirty times higher 
than previous rules, with fines up to £17m. Those harmed also have right to 
judicial redress, by individuals or through class action.  The severity of 
these sanctions is designed to deter global organisations from flouting these 
rules.  Although not operating globally the police service does process large 
volumes of sensitive information about the vulnerable, crime and dangerous 
individuals.  Therefore the police are closely scrutinised as they are 
expected to lead by example in managing and safeguarding personal 
information. 

1.3. The regulator, Commissioner Elizabeth Denham, spoke to the NPCC making 
it clear that she expects Chief Constables to be familiar with their 
responsibilities for Governance and Accountability saying ‘I address you 
personally as chief constables – because ultimately you are accountable for 
the processing of citizens' data that gets carried out by your force.’ She 
could not have been clearer and any failure to ensure compliance will count 
against forces when the regulator investigates breaches or other harm to 
data subjects. 

1.4. In summary of this paper Sussex Police are making good progress in data 
compliance and this has been recognised by the regulator and the other 
external bodies.  We are working closely in partnership with Surrey and with 
other Regional Forces to share workload and good practice. In partnership 
with Surrey we have developed common policies, practices and procedures 
and are thereby sharing work and maximising the efficiency of our 
resources.  

1.5. This paper sets out the progress so far, together with highlighting future 
risks and opportunities that are now emerging. 

2.0   Audit Findings 

2.1. The ICO conducted a voluntary audit in November 2018 for 3 areas of 
information management. The areas and findings were: Governance and 
Accountability – Reasonable Assurance; Training and Awareness – High 
Assurance; and Risk Management – High Assurance. ICO Audit Report 
Summary. This is the best result of the 35 Forces audited to date. The audit 



made 21 recommendations, 20 have been implemented and one relating to 
staff signing DP Policies remains awaiting an IT solution. 

2.2. The Force ISA regime has also been audited as part of the Force Audit Plan 
by SIAP independent auditors and found to be ‘Reasonable’, with 2 minor 
observations that have now been addressed. 

SSP Information 
Governance Sharing Agreements 2021 - final report .pdf

3.0 Compliance with the DPA and ICO Guidance 

3.1. Compliance is visible at the highest level – Compliance is reported at the 
Organisational Reassurance Board (ORB) chaired by the DCC and to the 
Security and Information Management Board chaired by the Chief Digital 
and Information Officer. Formal compliance reports are submitted to the 
ORB twice annually. 

3.2. Data Protection Officer (DPO) – The Head of Information Management is the 
DPO for Sussex which complies with the requirements of the DPA and 
reflects ICO best practice. 

3.3. Document Compliance – The Force has a set of registers shared with Surrey 
that detail compliance activity. The Force also published: Privacy Notices, 
Policies, and FOI Publication Scheme and Records of Processing Activity. 

3.4. Policies – the Force has policies for Information Security, Information 
Management and other Data Protection policies that are all in date. 

3.5. Data Protection by Design and Default – All new projects are assessed at 
the concept stage for DP risk and documented.  Where risks are significant 
DP Impact Assessments are conducted to ensure that new systems and 
practices are compliant.  Information Governance (IG) team attend all 
change governance meetings. 

3.6. Contracts – Standard contract clauses are inserted in all Force contract and 
purchase terms and conditions to ensure DP compliance and the IG team 
work closely with the procurement and IT teams. 

3.7. Security Measures – All new IT projects are risk assessed by the 
Information Security and Assurance team.  InfoSec also review estate 
security, review breach information and ensure that national standards are 
complied with. 

3.8. Records Management – The Force has a published Record Retention 
Schedule Retention Schedule.  Facilities Department and the IG team are 
progressively reviewing all Force records to ensure that only in date records 
are retained. A bar scanning Records Management System is also being 



procured to improve the tracking and management of Force records. The 
Force is moving to SharePoint on-line with auto-deletion functionality. 

3.9. Training – Mandatory DP training is delivered annually and compliance for 
the past 3 years has been: 96.6%; 93.0% and 92.1%. Compliance this year 
is 62% so far and rising with a 90% target. 

4.0 Risks and Issues 

4.1. Information Requests – Information requests to the Force have increased 
40% in 2019 and a further 4 % in 2020 resulting in a backlog of requests.  
Freedom of Information requests (FOIs) and Subject Access Requests 
(SARs) have a 90% target for responses in 20 days and I month 
respectively.  FOI and SARs compliance for 2020 were both 95%. The ICO 
completed a national timeliness review scanning across 2019/20 with 
Sussex performing well. Police Information Request Response Timeliness An 
action plan including additional staff, process improvement and a new 
software request management system is in progress.  

4.2. Breaches – There were 329 breaches reported in 2020, up 20% on the 273 
for 2019, but only up 7% on the 308 breaches reported in 2018. This 
appears a high figure but reflects less than one breach per day for the 
5000+ staff working on data daily. All of these are reviewed and action 
taken to mitigate any harm.  Only one breach reached the reporting 
threshold to the regulator this year and the ICO determined ‘no further 
action’ required in that case, having considered the Force’s existing 
governance and response to the incident.  

4.3. Judicial Review – The Force was taken to Judicial Review by a young person 
in Brighton who objected to her information being shared with Business 
Crime Reduction Partners.  The two key issues were whether the 
Information Sharing Agreement (ISA) was compliant with legislation and 
whether the specific sharing in this case was lawful.  The Judge found the 
ISA to be lawful but the sharing not lawful.  Recommendations made in the 
JR have been implemented. This has been challenged and the Court of 
Appeal has now found in the Force’s favour. 

4.4. Brexit – As part of the wider Force preparation for Brexit IG conducted the 
actions recommended by the ICO and surveyed all significant providers to 
ensure that they do not hold Force data in the EU. After Brexit the EU 
Commission is still processing an application by the UK for Adequacy approval, 
with a 6 month period of grace.  Early reports indicate that Adequacy will be 
agreed and therefore data will flow freely between the EU and UK. 
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